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l. INTRODUCTION

Executive Summary

The importance of electronic medical records and the use of intermediate entities
such as a regional health information organization (“RHIO”) is growing in both New
York as well as nationally. The adoption of electronic medical records must be balanced
with the protection of privacy and security of those records. The state of current New
York privacy law presents two overarching challenges: 1) the patchwork nature of the
law applicable to the use and disclosure medical records in the context of electronic
records; and 2) the fact that many such statutes were written at a time when the current
expansive use and sharing of electronic medical records was not contemplated.

As a result, clarification is needed with respect to the application of New York
privacy law as is applies to uploading and downloading electronic medical records to and
from a RHIO the following areas:

e Transmission of a minor's venereal disease and abortion-related medical
records;

e Minor’s medical records;

e HIV/AIDS information;

e Alcohol and drug abuse records;

e Mental health records;

e Consent for Genetic Testing;

e Access to medical records during an emergency;

e Abortion records; and

e Response to judicial and administrative proceedings

As described in Section IX of this report, “Legal Recommendations,” we
recommend that a new unifying statutory regime apply specifically to health information
exchanges that go through a licensing process. A “Licensed Health Information

Exchange” would have to maintain to certain set standards that would ensure the privacy
and security of a patient’s information. Such unifying statutory regime would make clear
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that uploading to or downloading from a Licensed Health Information Exchange would
not violate New York law if done pursuant to its privacy standards. We further
recommend requiring a patient’s consent to upload his or her medical record to a RHIO.

Premise of Paper

What is an electronic health record? There is no definition in New York law.
The Health Information Technology Act of 2009 (the “HITECH Act”) defines it as
follows: “The term ‘electronic health record’ means an electronic record of health-related
information on an individual that is created, gathered, managed, and consulted by
authorized health care clinicians and staff.” The use of electronic health records is ever
growing. The HITECH Act itself allocated $19 billion to encourage physicians and
hospitals to adopt electronic health records.

The ability to create and save health records in electronic format may not only
advance quality in healthcare delivery but may also reduce expenses that would otherwise
be incurred in maintaining and transferring paper health records. It should be recognized,
however, that storing vast amounts of private healthcare information electronically
carries the risk of possible negative consequences as well. For example, if there is a
security breach the person who gains unauthorized access to health records in electronic
format will have access to sensitive health information of potentially millions of patients
on one laptop or thumbdrive. A healthcare provider could transmit millions of electronic
health records to a third party inadvertently or based on a misinterpretation of the law. In
either case, the healthcare provider would have millions of violations of applicable
privacy law at the press of a button.

The increased use of electronic health records has inspired various exchange
models through which records may be shared between healthcare providers. The goal is
for various healthcare providers to access a given patient’s information through such
electronic exchange. There are some models that do not require detailed patient encounter
information to be housed by the exchange, such as the Common Framework advanced by
the Markle Foundation.? The privacy concerns surrounding the transfer of patient
information is lessened in these situations as a request for specific information may be
made from a requesting healthcare provider and the disclosing healthcare provider can
then tailor his or her disclosure to take into consideration the federal and state privacy
law requirements.

! Section 13400(5) of the Health Information Technology for Economic and Clinical Health (HITECH)
Act, Title XI1I1 of Division A and Title IV of Division B of the American Recovery and Reinvestment Act
of 2009 (ARRA), Pub. L. No. 111-5 (Feb. 17, 2009).

% In the Markle Foundation’s Common Framework a patient record locator is utilized by the requesting
healthcare provider who locates the other healthcare providers who hold the sought after patient
information. The patient information is then passed directly from one of the patient’s healthcare providers
to another, without the use of an intermediate entity, such as a regional health information organization.
For more information on the Common Framework see http://www.markle.org/health/markle-common-
framework (last visited December 4, 2013).
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Another model used to exchange electronic health records involves housing large
amount of patient encounter data. In this model one healthcare provider uploads patient
health information to the exchange. A second healthcare provider is then able to
download that patient information. Another term for such an exchange that is most
commonly used in New York State is a “regional health information organization”. A
RHIO is a separately incorporated, not-for-profit entity.

The use of a RHIO adds a layer of complexity to the exchange of healthcare
information as health information is no longer being exchanged directly between
healthcare providers, nor is the disclosure from the first healthcare provider tailored
based on a request from another healthcare provider. Instead, the entire electronic health
record of a patient may be uploaded to or download from a RHIO. Moreover, it is our
understanding that current technology does not allow for the segregation of data within a
specific medical record downloaded from a RHIO.

This presents several challenges to a healthcare provider who seeks to be
compliant with all applicable privacy laws, as certain New York State law is not clear as
applied to electronic health records. Several of the current State privacy laws were
written at a time when the idea of being able to store and transfer vast amounts of patient
information in digital form was not contemplated. Thus, there is a patchwork of New
York laws that are implicated when patient information is uploaded to or downloaded
from a RHIO. The application of this legal patchwork in practice is not clear. One
important issue to note is that the current state of technology does not allow for
segregation of data within an electronic health record uploaded to or downloaded from a
RHIO. For example, when a cardiologist downloads an electronic health record from a
RHIO such electronic health record will contain all of the patient's health information
including such information that may not be necessary to achieve the treatment goals of
the cardiologist (e.g., podiatry results, mental health records, a record of an abortion that
occurred 10 years ago, etc.).

As a result of the current patchwork of laws as well as the current state of
technology, some providers in the State have either curtailed, delayed or reduced their
participation in electronic health record storage and transfer via a RHIO. This runs
counter to the State’s interests as the use of RHIOs has great potential for reducing
healthcare costs across the State and increasing the quality healthcare delivery.

The New York eHealth Collaborative is a public-private partnership with the New
York State Department of Health. In April 2011 the New York eHealth Collaborative
released the Statewide Collaboration Process Privacy and Security Policies and
Procedures for RHIOs and their Participants in New York State Version 2.2 (the “SCP
Policies and Procedures”). The SCP Policies and Procedures seek to govern the
exchange of health information through the Statewide Health Information Network for



New York (“SHIN-NY”) facilitated by regional health information organizations in the
State.?

As RHIOs exist in New York State through, in whole or in part, governmental
funding, it is our understanding that each currently existing RHIO in the State must
operate according to the SCP Policies and Procedures in order to receive such funding.
As mentioned earlier, there is a patchwork of statutes that govern the various aspects of
the exchange of electronic health records. There are no regulations promulgated under
these statutes that address how information is to be uploaded, stored and downloaded
from a RHIO. The SCP Policies and Procedures, while not created through the normal
regulatory process, seek to fill this regulatory void and attempt to weave together a set of
rules to protect the privacy of New Yorkers’ health information while allowing RHIOs to
exist, collect and dispense that health information for the betterment of healthcare in the
State. For example, with limited exceptions, SCP Policies and Procedures require patient
consent before health information can be downloaded from a RHIO to a requesting party.
That said, however, there are fundamental gaps in the underlying statutes that still need to
be addressed. While the SCP Policies and Procedures govern the actions of the RHIOs
and their subcontractors, those policies and procedures do not govern (or provide
immunity for) the actions of healthcare providers who utilize the RHIOs. Some
healthcare providers are hesitant to participate in RHIOs where the underlying laws have
interpretive ambiguities.

For example, the current interpretation of the Department of Health is that no
patient authorization is required for a health-care practitioner to upload a patient's
healthcare information to a RHIO. One fundamental question is whether uploading to a
RHIO, a separately incorporated not-for-profit entity, is deemed a disclosure by a
healthcare provider. This distinction is important as a “disclosure” of patient information
triggers many of the patient privacy protection laws. As discussed more fully in Section
VIII, “Types of Disclosure,” New York Public Health Law Section 18 (6) provides
certain restrictions around the disclosure of patient information to third parties. As
discussed more fully in the “Types of Disclosure” section, the current law is not clear as
to how these restrictions apply to uploading patient information to a RHIO.

The purpose of this paper is to explore some of gaps in the current law and
suggest certain actions that may be taken to clarify the legal framework around electronic
health records in the State of New York. Each section states an issue, a gap analysis
regarding that issue, a description of current New York law regarding the issue, and an
example of the issue presented by the gap in the law. Our recommendations are
contained in Section IX at the end of this paper.

® For a complete overview of the organizational infrastructure involving the health information technology
initiative operates in New York State see http://www.health.ny.gov/technology/infrastructure (last visited
on December 4, 2013).
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Key Background

HIPAA is Not a Cure-All

It should be noted that the Health Insurance Portability and Accountability Act of
1996, as amended, (“HIPAA”)4 provides privacy and security protections for individuals’
health information. However, to the extent that a state law applicable to the privacy or
security of health information is more stringent than HIPAA, such state law would
govern. This paper focuses on the New York state laws that are not preempted by
HIPAA, and therefore are relevant to the analysis of health information privacy
protections.

Technological Capabilities

Another important fact underlying this paper is that, due to current technological
constraints, RHIOs cannot segregate information in patients’ electronic medical records.”
Therefore, all of the information that has been uploaded to the RHIO could be viewed by
the provider who subsequently accesses the patient’s medical record in the RHIO. For
example, a patient cannot allow a dermatologist to view only the portions of his/her
medical record that pertain to dermatological issues. Once a patient grants the
dermatologist access to his/her medical record through the RHIO, that dermatologist will
have access to all of the patient’s records that have been entered in the RHIO. This
technological limitation presents several privacy concerns that are fundamental to the
analysis in this paper.

Finally, it must be stated that the general rule under the SCP Policies and
Procedures is that a patient’s consent is not required at the point of uploading the
patient’s information to the RHIO. Rather, the patient’s consent is required at the point
of download.® This paper assumes that a RHIO is following the SCP Policies and
Procedures, and therefore, is not requiring patient consent to upload the medical records.

* The Health Insurance Portability and Accountability Act of 1996, as amended, and its implementing
regulations, 45 CFR Parts 160, 162 and 164.

> While we understand that technology to segregate data may have been developed in sectors such as
national security or banking, at the time of the writing of this paper we are unaware of a NYS RHIO
currently using such technology. We understand that the technology currently being employed does not
have the required capability to segregated data in a manner that would allow for easy compliance with New
York privacy laws. Further discussion of such technology is beyond the scope of this paper.

® See Section 1.1 of the SCP Policies and Procedures.



1. ELECTRONIC HEALTH RECORDS OF MINORS

Issue 1: New York law needs clarification regarding the statutory restrictions of Public
Health Law Section 17 and the utilization of a RHIO in the transmission of a minor's
venereal disease and abortion-related medical records.

Gap Analysis

Section 17 of the PHL prohibits medical records relating to the treatment of a
minor for venereal disease or abortion from being disclosed to the minor’s parent.
However, New York State law is not clear on whether or how such information must be
segregated from the minor’s medical record. Therefore, if a treating provider uploads a
minor’s medical record containing information regarding treatment for venereal disease
or abortion to a RHIO, and that information is not isolated from the rest of the medical
record, it is possible that such health information may subsequently be disclosed to the
parent if the parent requests a copy of the minor’s entire medical record. This situation
could lead to a violation of a minor’s privacy rights under Section 17 of the PHL.

It should be noted that the SCP Policies and Procedures state that the medical
records for a minor under the age of ten can be uploaded to the RHIO without the
patient’s consent, and that a provider must seek the consent of a minor over the age of ten
prior to downloading his/her records to a RHIO.” If a minor over the age of ten consents
to the download of his/her medical record to the RHIO, the minor may not realize that
such information cannot be segregated from the rest of his/her medical record, and
therefore, that his/her parent could gain access to this information if the parent obtains the
patient’s entire medical record through the RHIO.

Current New York Law

With respect to disclosures of venereal disease diagnosis and information, HIPAA
does not distinguish between adults and minors. Therefore, to the extent that state law
has more restrictive requirements with respect to medical records of people of certain
ages, such state law would not be preempted by HIPAA.

Section 17 of the New York Public Health Law sets forth the general rule in New
York with respect to the release and disclosure of medical records. Section 17 states that
upon the written request of any patient, guardian, conservator, or other relevant
individuals, a treating healthcare provider must release all medical records, laboratory
tests records and x-rays.2 However, Section 17 contains a specific exception with respect
to certain medical information pertaining to patients who are under the age of 18, and

" See Section 1.5 of the SCP Policies and Procedures.

8 N.Y. PuB. HEALTH LAW § 17.



therefore considered minors.® Section 17 of the Public Health Law prohibits medical
records concerning the treatment of a minor for venereal disease (also referred to as
“sexually transmitted infections”) or abortion from being released or made available to
the parent or guardian of such minor patient.

Example of Issue Presented by Gap in Law

A 16-year old girl has an abortion. Her doctor notes the abortion in the girls’
medical record, but in accordance with PHL Section 17 does not disclose the abortion to
the girl’s parents. Doctor later uploads the girl’s medical record to a RHIO.

A vyear later, the girl is involved in a car accident. She subsequently seeks
treatment for abdominal issues resulting from the car accident. She consents to the
downloading of her medical record from the RHIO, not realizing the medical record
contains the abortion information. The doctor who is treating her for the abdominal
issues notes the prior abortion in his record. In connection with an insurance claim
relating to the car accident, the mother requests a copy of the medical record from the
doctor who treated her daughter for the abdominal issues. The girl consents to the release
of the medical record to her mother without understanding that the copy of the medical
record contains information about her prior treatment for the abortion.

The question becomes whether this disclosure of the minor’s medical treatment
for an abortion is a violation of the child’s privacy rights under Section 17.

1. HIV/AIDS INFORMATION

Issue 2: New York law needs clarification regarding the statutory prohibitions of
Public Health Law Article 27-F regarding disclosure and redisclosure of HIV/AIDS -
related medical information and the transmission of such information through a
RHIO.

Gap_Analysis

It is our understanding that RHIOs are currently unable to segregate certain types
of information, such as HIV/AIDS status. Therefore, until such information can be
segregated, individuals who wish to maintain the confidentiality of their HIVV/AIDS status
will be forced to choose whether to allow their HIV/AIDS information to be disclosed
along with their other medical information, or to allow none of their medical information
to be disclosed. The gap in the law that creates an “all or nothing” approach for people
with HIV/AIDS seems to undermine the statutory intent of providing these individuals
with enhanced confidentiality so as to prevent discrimination.

® The definition of a minor in New York State, which is referred to as an “infant” in the statutes, can be
found at the Section 105(j) of the New York Civil Practice Law and Rules.



New York State law is not clear as to whether and how the restrictions on
disclosure and redisclosure of a person’s HIV and/or AIDS-related medical information
would function in the RHIO context. As the RHIO is not itself a healthcare provider, this
creates ambiguity as to how the permissible disclosures and prohibited disclosures would
apply to the RHIO. For example, who at the RHIO determines which disclosures of
HIV/AIDS information can be made, and whether such disclosures must be accompanied
by the statutorily required language.

Current New York Law

In New York, medical information pertaining to an individual’s HIV and/or AIDS
status is subject to confidentiality and nondisclosure requirements that are significantly
more restrictive than the protections afforded to other medical information. The New
York State Legislature has recognized that “maximum confidentiality protection” for
information relating to HIV and AIDS is an “essential public health measure” and that
“[b]y providing additional protection of the confidentiality of HIV related information,
the legislature intends to encourage the expansion of voluntary confidential testing for
[HIV] so that individuals may come forward, learn their health status, make decisions
regarding the appropriate treatment, and change the behavior that puts them and other at
risk of infection.”®® The Legislature also noted that enhanced confidentiality protections
for HIV-related information will likely reduce the risk of discrimination against
individuals affected by HIV.** Accordingly, the Legislature enacted Article 27-F of the
New York Public Health Law, which provides for enhanced protection of HIV and AIDS
related information.

The general rule under Article 27-F is that no person or entity that obtains
HIV/AIDS related information in the course of providing any health or social service, or
pursuant to a release of confidential HIV/AIDS related information, may disclose or be
compelled to disclose such HIV/AIDS related information.*? The exceptions to this rule
are strictly and specifically limited.™

New York State law is also more restrictive when it comes to the redisclosure of
HIV/AIDS information versus medical information in general. Under Article 27-F, any
person or entity to whom HIV related information has been disclosed shall not redisclose
such information, unless one of the conditions for the original disclosure (set forth above)
is met, or unless the disclosure is to an individual that falls within one of the five explicit
categories enumerated under the law.*

10| aws 1988, ch 584, § 1.
1 Laws 1988, ch 584, § 1.

2N.Y. PuB. HEALTH LAW § 2782 and 10 N.Y.C.R.R. 63.6. Note that the regulations promulgated
pursuant to Article 27-F are located at 10 N.Y.C.R.R. 63 et. seq.

BN.Y. PuB. HEALTH LAW § 2782(1)(a) and 10 N.Y.C.R.R. 63.6.

YN.Y. PuB. HEALTH LAW § 2782(3).



Furthermore, the redisclosure of HIV/AIDS related information must be
accompanied by the confidentiality notice that further disclosure is proscribed by law,
except in connection with disclosures to the Protected Individual and most disclosures
made by physicians:

“This information has been disclosed to you from confidential records
which are protected by state law. State law prohibits you from making
any further disclosure of this information without the specific written
consent of the person to whom it pertains, or as otherwise permitted by
law. Any unauthorized further disclosure in violation of state law may
result in a fine or jail sentence or both. A general authorization for the
release of medical or other information is NOT sufficient authorization
for further disclosure.”*

The redisclosure requirements under Article 27-F are more stringent than HIPAA
because HIPAA does not have the same restrictions on redisclosure, and HIPAA does not
require specific language to accompany disclosure of PHI.

New York State law is also more stringent with respect to the language that must
be in an authorization to release HIV/AIDS information form, and neither a general
authorization for release of information, nor a general HIPAA authorization for release of
medical information is sufficient for the release of confidential HIV/AIDS information.
Disclosures of confidential HIV/AIDS information require specific reference to
HIV/AIDS information in the authorization form.*

With limited exceptions, all disclosure of confidential HIV/AIDS related
information must be noted in the medical record. However, disclosures made to
healthcare providers and facilities that are authorized to receive such information do not
need to be documented.’

Example of Issue Presented by Gap in Law

A person with HIV is having pain in his lower back, and so he goes to see a
podiatrist to determine whether he can obtain orthotic shoe inserts to prevent the back
pain. The podiatrist seeks the patient’s consent to download his medical history from the
RHIO because the podiatrist would like to see if there are any prior injuries or issues
involving the back, legs, hips, etc. that may be relevant to his diagnosis. The patient does
not want the podiatrist to know that he has HIV, but he is worried that he might be

N.Y. PuB. HEALTH LAW § 2782(5). The applicable regulations require similar, but not identical
language to accompany any disclosure. See 10 N.Y.C.R.R. 63.5(b).

10 N.Y.C.R.R. 63.5(a).

7 See 10 N.Y.C.R.R. 63.7(b).



compromising the podiatrist’s analysis if he does not agree to the downloading of his
medical records. Due to the fact that the law does not require RHIOs to have the
capability to segregate information in accordance with the more stringent privacy laws,
this patient will be forced to either disclose his HIV status, or refuse to allow his medical
history to be reviewed by the podiatrist.

IV. SUBSTANCE ABUSE RECORDS

Issue 3: New York law needs clarification regarding the application of Public Health
Law Section 18, Section 33 of the Mental Hygiene Law and the requirements of 42
CFR Part 2 to the transmission of alcohol and drug abuse patient records through a
RHIO.

Gap Analysis

Federal regulations set forth specific requirements for the use and disclosure of
alcohol and drug abuse patient records that are maintained by or in connection with a
federally-assisted substance abuse treatment program. New York Public Health Law
Section 18(3)(i) requires the protection of health information pursuant to federal as well
as state law. The upload and download of substance abuse information must, therefore,
comply with federal law (42 CFR Part 2) in order to be compliant with state law.

It should be noted that the disclosure of substance abuse records that are part of a
clinical record and subject the provisions of New York Mental Hygiene Law Section
33.13 are protected under that statute. Therefore a disclosure of such clinical record must
comply with the disclosure requirements under Mental Hygiene Law Section 33.13. A
gap analysis with respect to records protected under the Mental Hygiene Law can be
found at Section V of this paper. The disclosure of substance abuse records that are
incorporated into a medical record which is subject to the provisions of Section 18 of the
Public Health Law are protected under that statute. In all cases, however, disclosure of
substance abuse records must comply with 42 CFR Part 2. The below discusses how
uploading patient records to a RHIO without patient consent interplays with the
requirements of 42 CFR Part 2.

Current Applicable Law

The statutory and regulatory protections pursuant to 42 USC § 290dd-2 and 42
CFR Part 2 (“Part 2”) "impose restrictions upon the disclosure and use of alcohol and
drug abuse patient records which are maintained in connection with the performance of
any federally assisted alcohol and drug abuse program"*® (the “Part 2 Records™).

While HIPAA allows for the disclosure of protected health information without
patient consent for the purposes of treatment, payment, or health care operations, 42 USC
8 290dd-2 and 42 CFR Part 2 do not have the same exceptions but rather require a written

842 CFR § 2.3.

10



patient consent for the disclosure of alcohol and drug abuse patient records regardless of
the purpose of the disclosure.™

The governmental agency that administers 42 CFR Part 2 is the Substance Abuse
and Mental Health Services Administration ("SAMHSA"). SAMHSA has made it clear
that there are only two ways that a Part 2 Record may be permissibly uploaded to a
RHIO:

1. The patient who is the subject of the Part 2 Record signs a consent form that
contains all of the required elements listed in 42 CFR § 2.31 authorizing the
“Part 2 program” ?° to disclose the information to the RHIO, or

2. There is a “Qualified Service Organization Agreement” (a “QSOA”)? in
place between a Part 2 program and the RHI10.?

SAMHSA has further provided that even if patient consent is not required by a
RHIO for any other information to be uploaded to a RHIO, 42 CFR Part 2 still requires
either a patient consent for a Part 2 Record to be uploaded to a RHIO or for a QSOA to
be in place with the RHIO.* The RHIO may not then redisclose the Part 2 Records to
anyone else — including to any other participant in the RHIO — unless and until the patient
has consented to that disclosure using a Part 2-compliant consent form.

Currently, under the SCP Policies and Procedures there is no requirement that a
patient consent be obtained before a Part 2 Record is uploaded to a RHIO. To that end, it
should be noted that the SCP Policies and Procedures state that there are legal risks in
exchanging substance abuse treatment information based on its consent policies:

1942 USC § 290 dd-2(b)(1) and 42 CFR §§ 2.3, 2.12, 2.13.

20 A “Part 2 program” “means:(a) An individual or entity (other than a general medical care facility) who
holds itself out as providing, and provides, alcohol or drug abuse diagnosis, treatment or referral for
treatment; or (b) An identified unit within a general medical facility which holds itself out as providing, and
provides, alcohol or drug abuse diagnosis, treatment or referral for treatment; or(c) Medical personnel or
other staff in a general medical care facility whose primary function is the provision of alcohol or drug
abuse diagnosis, treatment or referral for treatment and who are identified as such providers.” (42 CFR
2.11)

2L A Qualified Service Organization Agreement is an agreement that must meet the requirements described
in 42 CFR §2.11 under the second paragraph of the definition of a Qualified Service Organization.

%2 See the SAMHSA FAQs, answer to Question 7; SAMHSA’s FAQs can be found at
http://www.samhsa.gov/healthprivacy/docs/EHR-FAQs.pdf (lasted visited December 4, 2013)

%% See the SAMHSA FAQs, answer to Question 9 (emphasis added); SAMHSA’s FAQs can be found at

http://www.samhsa.gov/healthprivacy/docs/EHR-FAQs.pdf (lasted visited December 4, 2013); See also the

additional FAQs at http://www.integration.samhsa.gov/financing/SAMHSA_42CFRPART2FAQII_-1-
pdf.pdf (last visited December 4, 2013).

2.
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“The disclosure of records of federally-assisted alcohol and drug abuse
programs is governed by federal regulations. 42 C.F.R. Part 2. While
the State believes that policies set forth herein, including use of the
Approved Patient Consent Form, are consistent with the regulations’
consent requirements, the State does not have authority to interpret
these regulations. SAMHSA, which is vested with such authority, has
not yet provided clear guidance on this issue. Thus, RHIOs must
individually assess the legal risk of exchanging substance abuse
treatment information based on the affirmative consent policies set
forth herein.”

Moreover, redisclosure of a Part 2 Record requires a further express written
patient authorization.”®  Any disclosure of a Part 2 Record must be accompanied by a
notice that states such further express written patient consent is needed to redisclose the
information. It is not clear how this is accomplished when information is downloaded
from a RHIO.

Finally, it should be noted that the New York statutory definition of “mental
disability” includes alcoholism, substance dependence, and chemical dependence.
Therefore, even if a clinical record regarding drug and alcohol treatment is not subject to
42 CFR Part 2, it would still be subject to the confidentiality and disclosure requirements
under the New York Mental Hygiene Law.?’ The implication of uploading to and
downloading from a RHIO of mental health information is discussed below in Section V
of this report.

Example of Issue Presented by Gap in Law

Patient A has been in treatment for substance abuse at Clinic X and was
prescribed certain medicines to help him with chemical dependency by psychiatrists
employed by Clinic X. Clinic X is bound by Federal law, per SAMHSA guidance, to
obtain a consent from Patient A before it uploads Patient A’s information to RHIO.
Clinic X does not upload information to any RHIO due to ambiguity in New York law
with respect to federal requirements. Patient A is treated by an emergency room doctor
who accesses Patient A’s records from RHIO but as Clinic X has not uploaded Patient
A’s information the doctor is unaware of the chemical dependency medication. Patient A
is either incapacitated or embarrassed to discuss his chemical dependency with ER
doctor. The benefits that could be gained by clarifying New York law on this point are
clear. In this case, if Clinic X were comfortable with the interaction of Federal and State

% see footnote 2 of the SCP Policies and Procedures.

% 42 CFR § 2.32. See also, Question 6 of SAMHSA’s 2011 FAQs at
http://www.integration.samhsa.gov/financing/SAMHSA_42CFRPART2FAQII_-1-, pdf.pdf (last visited
December 4, 2013).

%" See Mental Hygiene Law § 1.0.
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law and had uploaded Patient A’s information to the RHIO then the ER physician would
have had more complete information with which to diagnosis and treat Patient A. There
is a risk that ER doctor may prescribe a course of treatment that is contraindicated for a
patient with chemical dependency or who is on the medication.

V. MENTAL HEALTH INFORMATION

Issue 4: New York law needs clarification regarding restrictions on disclosure of
mental health records found in Mental Hygiene Law Sections 13.13 and 13.16 and the
transmission of such records to and through a RHIO.

Gap Analysis

New York law imposes restrictions on the disclosure of mental health records
above and beyond the restrictions applicable to general health information. As discussed
more fully below, the law is currently unclear as to how RHIOs account for these
additional requirements with respect to mental health records:

1. How does a disclosing healthcare provider know if the download of mental
health information from a RHIO is based on a demonstrable need for such
information, as required by law?

2. How can a disclosing healthcare provider make the legally required
determination that a disclosure of requested mental health information may be
detrimental to a patient if such healthcare provider has no control over what is
disclosed and to whom?

3. How can a disclosing healthcare provider limit the information downloaded to
the information necessary in light of the reason for the disclosure as required
by law, if that healthcare provider does not have any control of what is
disclosed from the RHIO or to whom?

Current Applicable Law

New York Mental Hygiene Law § 33.13(c)(7) states that clinical records can be
disclosed "with the consent of the patient... to persons and entities who have a
demonstrable need for such information and who have obtained such consent, provided
that disclosure will not reasonably be expected to be detrimental to the patient, client or
another provided, however, that release of such information to a patient or client shall not
be governed by the subdivision."?® It should be noted that there are limited circumstances
under which a clinical record may be disclosed without patient consent; however, none of
them would seem to apply to the uploading to or downloading from a RHIO.?

% New York Mental Hygiene Law § 33.13(c)(7) (emphasis added).

% per Mental Hygiene Law §33.13(d) the following are considered providers for treatment purposes
without patient consent: (i) All programs that are licensed or operated by the Office of Mental Health
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Moreover, Mental Hygiene Law 8 33.16 (c) (3) states: "If, after consideration of
all the attendant facts and circumstances, the practitioner or treating practitioner
determines that the requested review of all or part of the clinical record can reasonably
be expected to cause substantial and identifiable harm to the patient or client or others,
or would have detrimental effect as defined in subdivision (b) of this § [33.16], the
facility may accordingly deny access to all or part of the record and may grant access to a
prepared summary of the record."*

Under the current structure of the uploading/disclosure to the RHIO of the entire
medical record of the patient and the subsequent download/redisclosure of that medical
record from the RHIO to a provider organization, it does not appear that there can be
accommodations made for either the showing of a "demonstrable need for the
information" or the determination that such disclosure would not "reasonably be expected
to be detrimental to the patient” as required by New York Mental Hygiene Law Section
33.13(c)(7). There is no opportunity for a practitioner to make a determination as to
whether the disclosure would be detrimental to the patient or to deny access to the
requesting party, regardless of the patient consent.

Finally, Mental Hygiene Law 8 13.13 (f) states that "any disclosure made
pursuant to [Section 13.13] shall be limited to that information necessary in light of the
reason for the disclosure.”®* The current structure of uploading/disclosing the entire
medical record to a RHIO with a subsequent downloading/redisclosure of such patient’s
information does not allow for a determination of the amount of information that should
be disclosed. There is no gradation or determination of necessary limitations with respect
to the extent of disclosed information.

HIPAA Protections for Psychotherapy Notes

Psychotherapy notes are afforded special privacy protection under HIPAA.*
Psychotherapy notes are defined as the information recorded by a provider who is a
mental health professional that document the contents of conversation during a private

(OMH), both inpatient and outpatient, are permitted to share clinical information among themselves for
treatment purposes; and (ii) Programs responsible for providing non-licensed mental health services
according to an approved local or unified services plan or pursuant to an agreement with OMH are also
able to disclose information for treatment purposes. This would include programs which receive funding
from OMH disbursed via a State Aid letter. Mental Hygiene Law § 33.13 further states that information
shared should be limited to that which is necessary in light of the reason for disclosure and information
obtained should also be kept confidential and not be re-disclosed to another party unless it would also be
permitted under the Mental Hygiene Law.

% Mental Hygiene Law § 33.16 (c) (3) (emphasis added).
%1 Mental Hygiene Law § 13.13 (f) (emphasis added).

%2 45 CFR § 164.508(a)(2).
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counseling session or a group, joint or family counseling session and that are separated
from the rest of the individual’s medical record.

Excluded from psychotherapy notes are medication prescription and monitoring,
counseling session start and stop times, results of clinical tests, and summary of any of
the following: diagnosis, functional status, treatment plan, symptoms, prognosis and
progress to date.®

Under the HIPAA privacy rules, generally consent is not required for the
disclosure of protected health information for payment, treatment or healthcare
operations. However, when PHI includes psychotherapy notes, authorization is required.

There are a few instances where psychotherapy notes can be disclosed without
consent or authorization.>* This includes instances where:

1. The originator of the psychotherapy notes uses them for treatment;

2. The covered entity uses or discloses the notes in training programs in which
students, trainees, or practitioners in mental health learn under supervision to
practice or improve their skills in group, joint, family, or individual
counseling; or

3. The covered entity uses or discloses the notes to defend a legal action or other
proceeding brought by the individual.

Under New York Mental Hygiene Law, consent is required for the disclosure of
medical information except in certain instances. (See exceptions from 833.13(d) listed
above). When consent is required demonstrable need for the information must be shown
by the third parties requesting disclosure of psychotherapy notes. It must also be shown
that disclosure will not be a detriment to the client, patient or another.®

Example of Issue Presented by Gap in Law

Patient suffered from a mental illness and had a brief stay at Mental Health
Center, a RHIO participant. Patient was also treated for a sore throat during the three
week stay at the center. At that time Patient’s health information was uploaded to the
RHIO without the Patient’s written consent.

Two months later Patient reported to Hospital after suffering from shortness of
breath. Because the hospital was a member of a RHIO and Patient had previously signed

%8 45 CFR § 164.508(a)(2)
*1d.

% Mental Hygiene Law §33.13(c)(7).
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a consent to allow Hospital to download Patient’s medical record, Hospital was able to
access Patient’s medical records, which included not only the treatment she received for
the sore throat while at the Mental Health Center but also Patient’s prior mental health
treatment. This included diagnosis and medication received. Patient was upset and
embarrassed that her mental health treatment history was disclosed and is now reluctant
to seek medical care as a result.

It is unclear in the application of New York law whether either the upload to the
RHIO or the download from the RHIO of the prior mental health treatment is a violation
of Mental Hygiene Law § 13.13(f) because the information disclosed was not limited to
such information necessary for treatment. The current structure of uploading/disclosing
the entire medical record to a RHIO with a subsequent downloading/redisclosure of such
patient’s information does not allow for the determination of the amount of information
that should be disclosed.

VI. GENETIC INFORMATION

Issue 5: New York law needs clarification regarding the application of New York Civil
Rights Law 79-L and the transmission of records of genetic tests.

Gap Analysis

There is a lack of clarity with respect to how findings and results from genetic
tests that may reveal a predisposition to a genetic disease or disability may be uploaded to
and downloaded from a RHIO.

Current New York Law

State law provides that all records of genetic tests®® are confidential and cannot be
disclosed unless authorized by the individual subject of such test.*” This authorization
must be specific. A generalized consent is not adequate.®

In practice, authorization will take the form of a written consent: "All records,
findings and results of any genetic tests performed on any person shall be deemed
confidential and shall not be disclosed without the written informed consent of the person
to whom such genetic test relates. This information shall not be released to any person or
organization not specifically authorized by the individual subject of the test.”®

% Genetic tests are defined as laboratory tests on human DNA, chromosomes, genes, or gene products to
diagnose the presence of a genetic variation linked to a predisposition to a genetic disease or disability. See
New York Civil Rights Law 79-L(1)(a).

%" New York Civil Rights Law 79- L(3).

% 1d.

¥ 4.
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Therefore, if a healthcare provider requests an electronic health record from a RHIO and
such electronic health record contains results of a genetic test, such genetic test
information may only be disclosed to such requesting healthcare provider if the
requesting health care provider is listed on the written consent of the individual subject of
the genetic test. It is unclear how this should work with respect to a RHIO.

Example of Issue Presented by Gap in Law

As part of Patient A's prenatal doctor visits, genetic testing is conducted on
Patient A to determine her and her child's genetic predisposition to certain diseases and
disabilities. The genetic tests reveal that Patient A is predisposed to certain type of
cancer. The treating physician uploads all of Patient A's medical records to a RHIO.

Three years later Patient A is being treated by a different doctor for back pain.
The second doctor obtains a consent from Patient A to download her electronic medical
record from the RHIO. On review of Patient A's medical record he discusses with her the
possibility that her back pain may originate from cancer to which she is predisposed
pursuant to her genetic tests she had received three years prior. Patient A is outraged that
her predisposition to cancer has been uploaded into the RHIO without her consent.
Moreover, this may also open the disclosing health care provider to liability for violating
the confidentiality provisions of 79-L.

VIl. ABORTION RECORDS

Issue 6: New York Law needs clarification regarding the utilization of RHIOs in the
transmission of abortion records in light of patients’ statutory right to specifically
consent to disclosure of abortion records.

Gap Analysis

Additional privacy protections are in place for sensitive medical subjects, such as
abortion records. However, these additional procedures are not sufficiently specified to
the functionality of an EHR system. New York needs to clarify practices and procedures
relating to the use of abortion records across the multiple steps of the EHR collection
process and use in specific situations, such as emergencies.

Current New York Law

In New York State, medical records dealing with abortion are subject to more
stringent confidentiality laws than other medical information. For minors, medical
records concerning abortion cannot be released even to the infant’s parent or guardi:sm.40
Additionally, under General Business Law § 394-¢, reports dealing with abortion services
cannot be disclosed, absent certain exceptions, without the “[authorization] in writing by
the subject of such report...” (General Business Law § 394-e1c). Furthermore, upon any

0 New York Public Health Law § 17.
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written request to inspect any patient’s records, the treating practitioner must be informed
so that he may review the request to determine if the information could reasonably be
expected to cause substantial and identifiable harm to the subject, outweighing the right
of access.* Additionally, any request must contain the name and address of the person
requesting such disclosure. (General Business Law § 394-e1d).

Therefore, absent special situations, any abortion information release would need
to be authorized by the patient. However, the stage of the process in which this
authorization applies to records in a RHIO has not been clarified (i.e., does authorization
need to occur prior to uploading to RHIO, prior to release to another health care provider,
or both?). While the inappropriate disclosure protections would still arguably apply*?, the
additional procedures required for release may conflict with other provisions of the
system, such as in emergencies, and need to be clarified.

Example of Issue Presented by Gap in Law

An unconscious 30-year-old female patient presents to the ER and is brought in
by her husband. She had an abortion five months before the ER visit, which she kept
secret from him.

There is a high likelihood that patient would not want her abortion information to
be released and would not have consented to the upload of such information to the RHIO
if there were a chance that her husband could gain knowledge of the abortion. Hospital
downloads the entire medical record from the RHIO. As a next of kin under the Family
Healthcare Decisions Act, the husband may have access to the relevant portion of the
medical records pursuant to PHL 2994-d(3)(c) to determine care for his unconscious wife
which may include obtaining knowledge about the abortion which she wanted to keep
secret from him.

VIIl. TYPES OF DISCLOSURE
Issue 7: Uploading Patient Information to RHIOs by Providers

Gap Analysis

Because there is no explicit federal or New York State legal authority governing
disclosure from health care providers to RHIOs a debate exists as to whether or not a
provider may disclose patient information to a RHIO without patient consent.

*! New York Public Health Law §§ 18 (3)(b).

%2 See Randi A. J. (Anonymous) v Long Island Surgi-Center, 2007 NY Slip Op 06953 (September 25,
2007) (where release of abortion information to family member led to punitive damage award).
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Current New York Law

New York Public Health Law Section 18[6] addresses disclosures of patient
information to third parties. That section states that it is not applicable to a “disclosure to
practitioners or other personnel employed by or under contract with the facility.. R |
is unclear whether a RHIO would fall under this statutory exception. A RHIO is not a
practitioner employed by or under contract with the facility but could it be seen as “other
personnel” employed by or under contract with the facility? A RHIO is not under the
control of any healthcare practitioner that uploads information to it; rather a RHIO is an
independent contractor to such healthcare practitioner. It is unclear whether an
independent contractor can be “personnel” under contract with a facility.

One approach is to look at the law of agency as interpretive guidance regarding
uploading patient records to RHIOs without seeking a patient’s consent. In other words,
when a health care provider transfers paper records to a physical record storage facility,
that storage facility would be considered an agent of the health care provider. Such a
transfer would not be considered a “disclosure” to a third party which would be regulated
by state and federal privacy law. Some have viewed the transfer of patient records to a
RHIO in the same way—the uploading of patient records to a RHIO is tantamount to
transfer to a physical storage facility. Under the HITECH Act amendments to HIPAA,
the RHIO would be considered a “business associate” of the provider per statute, and
therefore the provider would not be required under federal law to seek consent from the
patient whose records were being stored or uploaded as it would be a transfer to a
business associate for the healthcare operations of the healthcare provider.**

A New York court has ruled that consent to share records with an agent is
required under Public Health Law 18[6].** In Kennedy v. Children’s Hospital of Buffalo
the court upheld the suppression of medical records disclosed to a medical provider’s
counsel without authorization as required by Public Health Law Section 18[6]. This case
was decided after the HIPAA Privacy Rule, so it establishes that authorization is still
needed for certain types of medical records disclosure under circumstances that would
normally be protected by HIPAA. This line of reasoning could be extended to requiring
consent for disclosure of patient records to a RHIO. Therefore this issue is open to
interpretation and remains unclear.

Moreover, PHL Section 18[6] states: "Whenever a health care provider, as
otherwise authorized by law, discloses patient information to a person or entity other than
the subject of the information, or to other qualified persons, either a copy of the subject's
written authorization shall be added to the patient information, or the name and address

*% Public Health Law Section 18[6].

* Health Information Technology for Economic and Clinical Health (HITECH) Act, Title X111 of Division
A and Title IV of Division B of the American Recovery and Reinvestment Act of 2009 (ARRA), Pub. L.
No. 111-5 (Feb. 17, 2009).

*® Kennedy v. Children’s Hospital of Buffalo 303 A.D.2d 937 (3d Dept. 2003).
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of such third-party and a notation of the purpose for the disclosure shall be indicated in

the file or record of such subject's patient information maintained by the provider..."
(Emphasis added)

The language "as otherwise authorized by law" implies that before a disclosure
may take place under PHL Section 18[6] such disclosure must be authorized by some
other provision of the law. For example, while a parent of a minor would be a "qualified
person” for purposes of PHL Section 18[6], pursuant to PHL Section 17 a health care
provider would not be authorized to disclose venereal disease treatment records of the
minor to the parent without the consent of the minor. The language of Section 18[6], in
this context, could be read as stating that whenever a health care provider, as authorized
by PHL Section 17 by receiving the consent of the minor, discloses the venereal disease
treatment information to a person or entity other than the minor, or to other qualified
persons, such as the parent of the minor, then the provider must either add a copy of the
minor's written authorization to the patient information or make a notation as indicated in
section 18[6]. In other words, where PHL Section 17 would prohibit the disclosure of the
venereal disease treatment records to the parent without the written authorization of the
minor, the health care provider may not disclose such information to the parent and
simply make a notation in the medical record.

It appears from the language “as otherwise authorized by law” that a disclosure
under Section 18[6] must be authorized by another law before the disclosure may be
made. If this is the case, the question arises as to what law authorizes the disclosure of
patient information to a RHIO, if a RHIO is viewed as a third party.

Moreover, the statute does not state that a written authorization must be obtained
from the subject before a disclosure to a third party. Various courts, however, have read
this requirement into Section 18[6].“® Therefore, assuming that a healthcare practitioner
must obtain a written consent from a patient to disclose patient information to a third
party, it is not clear whether the upload of patient information to a RHIO without written
authorization would be permissible under New York State law.

Because HIPAA is considered the “floor” for medical privacy law, and it
explicitly provides that state law can be more restrictive, Section 18[6] arguably could
control as to what law may govern uploading electronic health records to RHIO. Under

“® Kennedy v. Children’s Hospital of Buffalo, 303 A.D.2d 937, 938 [4th Dep’t 2003 ][noting that patient
authorization is required under 8§ 18[6] to release medical records]; Vozzov. Cheruku, 2009 N.Y. Slip Op
51067U * 6, 23 Misc. 3d 1133A [Sup. Ct., Kngs Cnty 2009][stating that Public Health Law § 18[6]
“[p]revents disclosure of third-party health records without authorization . . . .”]; Caraveo v. Nielsen
Media Research, Inc., 2003 U.S. Dist. LEXIS 941 *22 [S.D.N.Y 2003][stating that Public Health Law §
18[6] “mandates that whenever patient information is to be released to a party other than the patient,
written consent must be obtained in advance before such disclosure may occur.”]; Grosso v. Clarkstown,
1998 U.S. Dist. LEXIS 13772 *25 [S.D.N.Y. 1998][noting that Public Health Law § 18[6] “requires that
any individual, including government officials, who possesses medical records to keep those records
confidential and not release them to third parties without proper authorization.”]).
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this interpretation, the treatment, payment and healthcare operations exception under the
HIPAA Privacy Rule would be preempted by Section 18[6].

Example of Issue Presented by Gap in Law

How the interpretation of agency law is viewed with respect to a RHIO influences
whether or not a provider must obtain consent from a patient in order to upload the
patient’s records. For example, if a doctor follows “agency” theory, i.e., that no consent
is needed to upload a patient’s record, the doctor may simply instruct his or her staff to
upload all his or her patient records to a RHIO’s database without specifically informing
patients. However, there is a question whether doctors should follow the interpretation
by New York State courts stating that even if there is an agency relationship between a
health care provider and another party, an express consent to share records must be
obtained. Under this scenario, the doctor must have each of his or her patients execute a
consent form which authorizes the uploading of information onto a RHIO database. Only
then may the doctor’s staff upload patient records. This ambiguity in the law leaves
healthcare providers at risk if they upload information to a RHIO. Many healthcare
providers are therefore more hesitant to upload patient information. This runs counter to
the State's goal of increasing usage of electronic health records in the State.

Issue 8: The ability of and procedures for RHIOs to respond to judicial and
administrative proceedings is unclear.

Gap Analysis

Currently, there is no guidance in New York State with respect to how RHIOs
should respond to court-ordered subpoenas. For example, should a RHIO notify the
patient of the fact that it received a subpoena for the patient’s information; and/or resist
subpoenas and appear in court to defend against them? The current legal methods of
obtaining medical records may make it difficult to prosecute providers who are accused
of harming patients and, therefore, it would be helpful in the prosecution of such
providers if RHIOS were to comply fully with subpoena requests. However, as there is
no mechanism to segregate data in the record held by a RHIO, disclosure of a patient’s
information by a RHIO in response to a subpoena could result in disclosure of a patient’s
entire electronic health record without his or her consent or knowledge.

Importantly, there is no statute or other law that addresses what happens to the
privileges, rights and obligations attached to patient information when such information
is uploaded to a RHIO and the RHIO receives a subpoena.

Current New York Law

Healthcare provider-patient privileges under the CPLR apply to the agents of the
healthcare providers.*’ Therefore, one could argue that records held by a RHIO maintain

*" See Doe v. Community Health Plan-Kaiser Corp., 268 Ad2d 183 [3d Dep't 2008]; Rarogiewicz v.
Brotherhood of American Yeoman, 242 NY 590 [1926]; Desai v. Blue Shield of N.E.N.Y., 146 A.D.2d 264
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this protection of confidentiality under the New York State confidentiality provisions,
including, without limitation the CPLR. The law remains unclear as to whether a RHIO
is an agent of a health care provider for purposes of these provisions and, importantly,
that the uploading of patient information to a RHIO does not create any waiver of
privilege. The law should be clarified to provide that when a RHIO receives a subpoena
with respect to an individual’s health information it is the same as if the health care
provider had received the subpoena and all the same privileges and restrictions on
disclosure apply.

Generally, subpoenas arising under New State law are issued pursuant to two
provisions of the Civil Practice Laws and Rules ("CPLR"): (i) CPLR section 2302; and
(if) CPLR Rule 3120[1][i], which governs subpoenas issued during the discovery phase
of litigation. Subpoenas issued under either of these provisions of the CPLR are subject
to the various healthcare provider privileges found under Article 45 of the CPLR.*®
Specifically, with regard to subpoenas issued under CPLR 2302, 3120 or any other law
granting the issuance of a subpoena, New York's highest Court held over seven decades
ago that all subpoenas seeking medical records/testimony are subject to the physician-
patient privilege.**  Additionally, CPLR section 3101[b] specifically provides that
"privileged matter shall not be obtainable™ during discovery. Moreover, with regard to
discovery, CPLR 3122[a][1] states that "[a] medical provider served with a subpoena
duces tecum, other than a trial subpoena issued by a court, requesting the production of a
patient's medical records pursuant to this rule need not respond or object to the subpoena
if the subpoena is not accompanied by a written authorization by the patient."*® CPLR
3122[a][1] further provides the following:

Any subpoena served on a medical provider requesting medical records
of a patient shall state in conspicuous bold-faced type that the records
shall not be provided unless the subpoena is accompanied by a written
authorization by the patient, or the court has issued the subpoena or
otherwise directed the production of the documents. CPLR Rule
3122[a][2][emphasis added].

Healthcare provider privileges take precedent over any exception to patient
confidentiality found under Public Health Law section 18[6].>*  In addition to the

[3d Dep't 1989]; People v. Christopher, 101 Ad.2d 504, 530 [4th Dep't 1984]; see also CPLR section
4504[a][1]; CPLR sections 4507[1] & 4503[a][1][note that pursuant to CPLR section 4507, the
psychologist-patient privilege is the same as the attorney-client privilege]; CPLR section 4508[a], [b][1];
CPLR section 4510[b].

*8 See generally, CPLR sections 4504 [physician-patient privilege]; 4507 [psychologist-patient privilege];
4508 [social worker-patient privilege]; and 4510 [rape crisis counselor-patient privilege].

%% See Matter of the City Council of the City of New York v. Goldwater, 284 NY 296 [1940].

%0 CPLR Rule 3122[a][1].

®1 See Public Health Law section 18 [10][stating that nothing found under section 18 of the Public Health
Law shall expand limit or restrict Articles 23, 31, and 45 of the CPLR.
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foregoing, the disclosure of certain types of sensitive health information may not be
compelled by way of a subpoena that is unaccompanied by a court order, which can only
be issued after certain findings are made by the issuing court. For example, mental health
information, chemical dependency information, and information pertaining to
developmental disabilities found in a clinical record may not be disclosed by healthcare
providers absent a court order finding that such disclosure is warranted because the need
to maintain confidentiality is outweighed by the interests of justice.® The Public Health
Law>® and Mental Hygiene Law®* have specific redisclosure prohibitions.

There is no statute or other law that addresses what happens to the above listed
privileges, rights and obligations when patient information is uploaded to a RHIO and the
RHIO receives a subpoena.

Example of Issue Presented by Gap in Law

If an attorney wants access to certain patient information and knows that a
particular RHIO has certain patient records, rather than performing proper due diligence
to identify the appropriate providers in possession of these patient records, the attorney
could simply subpoena these records from the RHIO. If the subpoena is drafted broadly,
the RHIO could be compelled to disclose a patient’s full electronic health record, whereas
a specific provider would only need to produce its more narrowly tailored and directly
relevant records. Can the RHIO assert the patient-provider privilege? What happens to
the privileges, rights and obligations attached to the patient information upon the upload
of the information to the RHIO? Upon disclosure by RHIO in response to a subpoena?

IX. LEGAL RECOMMENDATIONS

Ultimately any legislative framework must balance the goal of increasing the use
of electronic health records with the protection of the privacy of New Yorkers’ health
information. Some large healthcare providers in the State have expressed concern over
the legality of the uploading to and downloading from RHIOs and therefore have either
curtailed or delayed their use of RHIOs. A change in the legal framework that clears a

°2 See CPLR 2302[a][stating that "a subpoena to compel production of a patient's clinical record maintained
pursuant to the provisions of section 33.13 of the mental hygiene law shall be accompanied by a court
order."]; see also Mental Hygiene Law section 33.13[c][1], [e]); 42 CFR part 2 [which must be followed in
addition to Mental Hygiene Law sections 22.05[b] & 33.13[c][1], [e], when dealing with substance abuse
clinical records maintained by a substance abuse program that is federally assisted]. Likewise, subpoenas
issued to compel the production of confidential HIV-related information must be pursuant to a court order;
thus, a subpoena will not suffice to compel such a disclosure. (See 10 NYCRR section 63.6 [stating that
"[c]onfidential HIV-related information shall not be released pursuant to a subpoena"]; see also Public
Health Law section 2785 [outlining the specific findings that a court must make to disclose HIV
information].

>3 Public Health Law section 18[6]; Public Health Law Avrticle 27-F.

* Mental Hygiene Law section 33.13][f].
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path for healthcare providers to transmit patient information to and receive information
from RHIOs would alleviate these concerns.

Need for Legislative Action and Not Regulatory

As discussed above, currently there is a patchwork of New York statutes that are
relevant to several aspects of the uploading of, access to and downloading of electronic
health records. Such patchwork of laws may serve as a deterrent for some healthcare
providers to adopt electronic health records and/or utilize an electronic health record
exchange. We note that subsection 18-a (b) of New York Public Health Law Section 206
gives the Commissioner of the Department of Health the power to “make rules and
regulations necessary to ... promote the development of a statewide health information
network of New York (SHIN-NY) to enable widespread interoperability among disparate
health information systems...”. It is important to note that the issues presented by this
paper arise in the context of the application of statutory law. While the Commissioner
may issue regulations to clarify or explain the Public Health Law, such authority does not
extend to amendment of such law (or any of the other statutes listed in this paper).
Moreover, no administrative agency can act outside the bounds of the State
Administrative Procedure Act, which such action may be considered. Therefore, it is the
legislature that must act to address the issues raised by the patchwork of statutes, rather
than the Commissioner.

Licensure Regime

A unifying statutory regime specifically addressing electronic health records
could facilitate the use of electronic health record exchanges in the State of New York
and specifically address the privacy concerns regarding the uploading and downloading
of health information.

Health information exchanges serve a public benefit and improve healthcare
delivery to New Yorkers. Similar to other entities that fulfill this role in the State (e.g.,
nursing a homes, hospitals, ambulatory surgical centers, pharmacies, etc.) a licensure
procedure could be developed to create "Licensed Health Information Exchanges."”
Within the licensing process the health information exchange would have to agree to
certain requirements that would ensure the privacy and security of patients' information
and that would qualify such Licensed Health Information Exchanges as "Qualified
Services Organizations™ under 42 CFR Part 2. Moreover, the law should clarify that, for
purposes of New York State law, the Licensed Health Information Exchange would be
deemed the agent of the healthcare provider uploading the information and require that
the healthcare provider and the Licensed Health Information Exchange enter into an
agreement (which may be part of the participation agreement of the health information
exchange) that provides that the Licensed Health Information Exchange is not authorized
to use or further disclose the patient information in any manner that would violate the
requirements of law if done by the healthcare provider.

The unifying statutory regime for Licensed Health Information Exchanges could:
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1. Require each provider to give notice to all patients that their health
information will be uploaded to a health information exchange unless such
patients opt out. HIPAA already requires that each healthcare provider give
patients a notice of their privacy rights. As a result, healthcare providers
already have in place Notices of Privacy Practices. The notice to patients that
their information will be automatically uploaded into a health information
exchange, unless the patient opts out, could be made part of such Notice of
Privacy Practices. Alternatively, the legislature may wish to consider
requiring a specific, affirmative consent from the patient, which would be
more protective of the patient’s privacy.

2. State that all contractual provisions that waive a patient’s right to opt out are
void ab initio;

3. Allow a healthcare provider to upload the information of patients who have
not opted out to a Licensed Health Information Exchange without first
obtaining patient's consent to such upload;

4. Provide that no information may be downloaded from such Licensed Health
Information Exchange without the prior written consent of the patient, except
in emergencies as described below, and

5. Require a RHIO to disclose to a patient the entire record held by such RHIO
pertaining to the requesting patient and correct any errors in the record.

Such a regime would allow providers to utilize RHIOs while being more certain
that they are complying with relevant state statutes that protect patient privacy. As stated
above, however, any statutory modification would require an act of the legislature.

Consent to Uploading Medical Records to the RHIO

As mentioned above, the legislature may wish to consider requiring an affirmative
consent from the patient. In addition to, or as an alternative to, the recommendation that
RHIOs be subject to a licensure process, we propose that many of the gaps in New York
State law that create privacy concerns could be remedied by requiring that the patient’s
consent be required for the uploading of his/her medical records to the RHIO. As
previously described herein, the SCP Policies and Procedures require patient consent at
the point of download. The consent form would need to notify the patient as to how the
information would and could be used once it is uploaded to the RHIO.

This approach would increase patient awareness and autonomy, and could
ameliorate many of the privacy and confidentiality concerns raised in this paper. For
example, at the point of upload, a patient could specifically consent to or decline to have
sensitive information, such as HIV/AIDS information, mental health information,
abortion information, and substance abuse information uploaded. The health care
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provider would be responsible for separating sensitive information that the patient does
not wish to have uploaded from other health information. If health care providers are
only required to obtain patient consent in order to download information from the RHIO,
the patient may forget at such time that he/she has certain types of sensitive information
in his/her record, or the patient may not be aware that such information was ever added to
the RHIO. Since RHIOs currently do not have the technology to segregate these types of
information at the point of download, requiring the patient to consent only at the point of
download is effectively forcing the patient to decide whether the downloading party can
have access to “all or nothing” within the patient’s medical record.

We recognize that such consent to upload sensitive information gives rise to two
important issues: First, a patient may wish for some providers to have access to sensitive
information and not other providers. As the health record in the RHIO may not include
the sensitive health information such record may be incomplete and physicians may
choose not to rely on such records. Second, such patient would have had to request that
their records be transferred directly between each of his/her providers, making the
process more cumbersome for both patient and providers.

We again emphasize that many of these issues could be ameliorated if the
segregation technology that is available in other industries, such as national security or
banking, is made available to RHIOs.

It should be mentioned that requiring consent at the point of upload and the point
of download are not mutually exclusive. While this paper advocates for the requirement
that patient consent be obtained upon uploading information, we also feel that obtaining
consent at the point of download, as set forth in the SCP Policies and Procedures, would
be an effective means of enhancing patient autonomy and reminding patients of their
privacy rights.
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